Cyber Security Framework for UCBs-A Graded Approach

Level | Banks— Basic Controls

1. Bank Specific Email Domain

"olsofl Wellell 8RS vl &lell 33| B. Gmail WA Yahoo Bl UHIA SNSTAH 5l Glsoll Ulclloll
SIAetell olteslall (e adl & el (3(Qote] W U2 B." GELEWL: v abcbank.co.in X abcbank@gmail.com

$LAEL:

oSl aiscll sAScll otauLcl astal

"6{$o] Email Domain A doll (3(Fec AW B. %l A5 Gmail AUl Yahoo oll GUANIL 52 Al ALesL M2 AL
Wl WIEl 8NSTAH Al dstalcd WWAOHA YA ololl st B."

"ol AHAML Cyber Criminals Ase(l (A3 AsAL otell, AR dAsoll Email System o Target 52 B. Al Bank
Domain, Anti-Phishing, Anti-Malware ol DMARC 3 Cyber Security ol yanu &L L B

"Qclloll Domain AL DMARC, Anti-Phishing wal Anti-Malware Sl Y&l cacizedl 8la Al oiscll SASAH a
Cyber Fraud of %lWH ©Q] g AL B."

2)

3)

4)

5)

Anti-Phishing 2 8?

Gﬁléte: 31[@5& SRS HO: From: support@xyzbannk.co.in (Mé’T xyzbank oll HEQ xyzbannk C'tb'?fl é).

Email Hi AR B: "dlHl3 KYC Update 530 o1&l l Account Block &S %" 9UL&S Link UR Click §2 ¥al
Fraud Website U2 UGl os12L. Al Phishing Attack 5& B.

Anti-Phishing Solution 9] 53? alscll Emails BUAW, 2ASIRUE Links Block 53, ol ALeSlal Al 1A
Anti-Malware g 8?

Malware R 2A? Virus, Trojan, Spyware, Ransomware, 2. Gﬁlé?Ql: As sHAR| Email Attachment WA:
"Salary_Revision.pdf.exe" AHL Virus 8l2L. Virus CBS Server Qihﬂ yalll ak.

Anti-Malware Qj $3? Virus %Tla, Infection masu’i, Malware Delete §2

DMARC g 8?

DMARC cj %{LLQ,‘L ollH: Domain-based Message Authentication, Reporting and Conformance ¥ CTRTRITE
"DMARC ¥ G$oll Domain oll ¢l$lous &."

DMARC 3¢c{l la st $2? UL 3: Qfscj Domain: xyzbank.co.in &2 Fraudster HISQ: ceo@xyzbank.co.in %1
DMARC Al9] &2t dl Mail Server dlMI1: 9 Wl Email MRWR xyzbank.co.in Server URl wlcd] B? ¥ 51¢S
Fraudster ¥ lHSC'?j 8?7 % otscll slat A Reject MUl Spam Folder Hl sl gal.
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6)

7)

AR GELERWY, UR Sl sl dAMI3] UEl oisA s30al As 3 52. 6ls US| A5 52 B. Ul AN o vl
Al A Reject AL A % A DMARC Email ol "Bz U8l As 52 B.

RBI VL 2L HI2 M B?
51201 ¥ GUR osRUcal ool WS H2Leldlell Cyber Frauds ofl 23l Email &l Al 8.
AUHLRL §HARAL

a) CEO Fraud -CEO Fraud 3 (%ol yHAHL ASl Aol Ul WA W WdReAls Email Fraud
8. A3 63 CEO, Chairman, Director ¥cll Senior Executive cl313 WIZl 3ot olattcll s1AE0a
daUl 2lesR scll AUl Ot HIB A aucl 12 DA, Axl CEO Fraud sdcltMi A .

GELSRNL - AlsHl YR ¥ CEO of Email B: ceo@abebank.co.in. 831 atscll Email olotla:
ceo.abcbank@gmail.com ¥ cl ceo@abcbannk.co.in (QS dlRLell "n") ol CFO WAUC Accounts

Officer o Email HISQ: "¢ &Ll {1l ©. clesU@s 225 AW Vendor o RTGS $3\. Confidential
AuL." sHURL CEO oll Email Hiollal RTGS 531 2. Ul el Fraudster oll biLtHl USRAL ostal.
AlRAlQS - LR CEO Fraud Hi 51¢ Hacking &d ot&ll. SI&5 Virus wlalcdl otell. 51¢ Password ARAA ol&ll.
HoL HIetRS €0lRL (Social Engineering) ol GUA0L &l B. 691 A & ¥ Wil ceo ol cldal
Ussi9l 0151'. UL % sLREL ® % RBI & 8: Bank Specific Email Domain, DMARC, SPF, DKIM, Employee
Awareness, Ul °&3ﬂ 0.

"CEO Fraud Hl Cyber Criminal $32]22 ol8l U2 MIQUell Molal Hack 52 B."

"gRll (SUML 250l [Arsn otell ¥ cl, uaq sHURLAl Glao A [@Qaell SIRAL Fraud USO
au 8.

b) Vendor Payment Fraud - Vendor Payment Fraud Bl W Fraud & BHL 691 Vendor (Supplier) A4l
Contractor 313 Wl Bl cellcll s wucll $Uo(lal vllel VLML Payment $21A 8. AU SIEL
Fraud Hl2l GUAL Email gL UlA B Mol Ao\ Business Email Compromise (BEC) Fraud UL s&cllHl LA 8.

UM GELERNL: URA ¥ ols €2 H[@al CBS Vendor a 5 AW Y5A B. Vendor o U3 Email:
accounts@abcsoftware.com 8. 691 Vendor o] Email Hack 52 © wAdl Aol FH %,U{l(j Email Glolld 8.

Uel Glsal Email HISQA: "WHIR Bank Account HEELR] B. A LNl Payment o{lA g20Ad alcll
Account Hl %ML 529" Accounts Department S1&§ YR sl cloR Payment 531 2. U4l Vendor ol o1&l
URd Fraudster oll WLcllMi 121, Vendor Payment Fraud Ml 691 Vendor Glotclloll YA 52 & Aol
Payment ofl (2l lecll & B. "Wl Payment Ascllk UG s Ul Ul Wesl Aqclall wol Ye ol
8. dlrct(ds el 3cll A olal? Fraudster, Vendor A&UCll Bank oll Email U ol%2 AW. Invoice WUl
Payment Cycle (@3 HL@C& nna. v'{lg Email H15Q- "Please note our bank account has changed." alcll
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Account Number Q. &l Payment 531 €. Fraudster Ul GUIS| Q. GELEWL: ALY Email:
vendor@tcs.com aAscll Email: vendor@tcs-india.com H & cll vendor@tcs.co

1) Important Actions to be taken by a bank:
1. Call Back Verification

"Vendor of Account HEGIA R M2 Email UR (AU ot 5" Vendor ol allllAA
Slol olel? UR dld s3lal Yy s:dl.

2. Dual Authorization: Vendor Master Hl 32812 {12 A w(As(3:Ae{l 2iagl.

3. Maker-Checker Control:

4. Vendor Change Register: €38 Account Change all Record AwC.
5. Email Security: DMARC, SPF, DKIM, Anti-Phishing AMHAHL &lall ¢S,

"Vendor Payment Fraud Ul Invoice UU.Q a2l cﬂ(j, Vendor W2l o1&l Q.cn, U.?(j Payment Account ung
8l 8." "ol Vendor Account Change HI& H(2L Email HOL dl dal salR Lj@cﬂ H?ldl Hiotcll olgl. 'Trust
but Verify' 3 Vendor Payment Fraud %{la&j Al alseauddl (ai‘i?lQl ]."

e Business Email Compromise (BEC) - Email Account Compromise 631 Email Hack §2 AU AHLlel Email
Address Gloild wal Ul QS §2 €Wl 313 CEO Fraud, Vendor Email Compromise, Fake Invoice Fraud,

Payroll Fraud, etc

e Phishing- ol Ale?l ¥ 8olld clo)) B, el Acll 12 ol Aol [As uR sclls 53, Maudl dMLZ KYC
wude sal AUl [@As uR scells 5A. Rl WA vidtd M@l Bl¥ User ID, Password, OTP Retcll @
8. "Sl&f URL Link UR Click $cll USAL — HSColR 510l B, Link Sll st & Wl Aol %32 WWR ®
algl — A 2L ys Yyl

UCB HI2 Action Point
1. Ulclle] Email Domain &lg &5,
2. DMARC, SPF ol DKIM AUHAHL &lall S,
3. Anti-Phishing Solution @% B A,
4. Anti-Malware Gateway &l %1€,
5. sHUARAA 2AsRUE Email ool dlcdld vuudl e,

2. Two Factor Authentication
"L WS 6 Ycll otell. cBS MUl HecalyRl @reHHl YAl Ml oTP ueUcl Token Bl olley el sl
Al A" 2L Login $2: Step 1 : Password, Step 2 : Mobile OTP, 0l®l ugdl o yaal Ha.
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3. Password Management

"ARAGR Yelo(l A3 Haod Wwrasdl i B, ool wras A AR HI2 el gclesl B."

4. Phishing Awareness

"Ll Hlel elolotl AAsR gHell s WEL [Asll 23 w 8. sl slgugl unell [@s uR (as
5l UdAl A cllR (ARG A"

5. Cyber Incident Reporting

AR Yol yulacl otdl U AHAUR Rl sl A o A Yrea . adcll xal ofslatal HaullEd 53l
A% B." UCBs shall also report all unusual cyber security incidents to CERT-In and IB-CART.

Vendor Risk Management

6. Outsourcing Responsibility

"slH A Vendor ol W3] &laA, WAUHELI] Glsoll % @ B. Outsourcing A2A S UHELRe] Outsourcing atedl.”

"Wendor WA Alsall 32l 8lal R os wal RBI A doll AW scllell WSR2 Sl % HS\eSA."




